
HIMSS Cybersecurity Survey 
Key Takeaways

Initial Point of Compromise in Significant Security Incidents

Upgrade or replace legacy systems

Conduct end-to-end security risk assessments

Enhance cybersecurity awareness and training programs

Increase cybersecurity budgets

Top 5 Significant Security Incidents

57%
Phishing attacks

21%
Credential harvesting attacks20%

Ransomware or other malware

20%
Social engineering attacks

16%
Theft or loss

89%
Email

35%
Human error

18%
Telephone system

Patient Safety Issues Caused by Significant Security Incidents

Disruption of non-emergency clinical care

Disruption of emergency services

Serious patient injury or harm

Diversion of patients to other facilities

Cancellation of elective surgeries

61%

17%
28%

17%
17%

Target of Threat Actors in Significant Security Incidents

51%

34%
48%

22%
12%

6%

Percent of Current IT Budget Allocated to Cybersecurity

No money is
spent on

cybersecurity

1%

1-2%

18%

3-6%

24%

7-10%

10%

>10%

6%

Money spent
on cybersecurity, 
but no specific 

carve out in 
IT budget

23%

Do not know

18%

6% or less of the IT budget is typically
allocated for cybersecurity

Proactive Steps to Protect Your
Organization and Patients

https://www.himss.org/sites/hde/files/media/file/2020/11/16/2020_himss_cybersecurity_survey_final.pdf
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80% of respondents have LEGACY SYSTEMS in place

Financial information

Employee information

Patient information

Competitive, proprietary,or confidential business information

Intellectual property

Other


