
Burned by Heatmaps

Introduction to Quantitative Risk 

Analysis

“When you can measure what you are speaking 

about and express it in numbers, you know 

something about it.” - Lord Kelvin





Disclaimer:

I am not a lawyer This is not legal advice 



Is Cyber Security an Issue?^



Organization Estimated Cost Year

Epsilon $4 Billion 2011

Veterans Administration $500 Million 2006

Merck $275 Million 2017

Hannaford Bros $252 Million 2007

Sony PlayStation $171 Million 2011

Target $162 Million 2013

TJ Maxx $162 Million 2007

Heartland Payment $140 Million 2008

Anthem $100 Million 2015

Sony Pictures Entertainment $100 Million 2014

Home Depot $56 Million 2014



Production shutdown resulted in 

$240M in lost sales



Adjusted Q3 revenue from 

$510M to $494M







What is risk?



Risk is the probable 

frequency and probably 

magnitude of loss/harm
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How do we manage risk?



Analyze

TreatMonitor
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Risk Management Process



How do we make 

security decisions?



Case Study:



How do we assess 

risk?



Mental Models Analytical Models

Risk Assessment Approaches



Analytical Models

Source: NIST 800-30r1 – Guide for Conducting Risk Assessments



Method 1: Qualitative Analysis





What is the size of the 

enemy force?



What is the size of the 

enemy force?

Medium



Method 2: Semi-Quantitative Analysis

Risk Rating: 20.781



Method 2: Semi-Quantitative Analysis



Method 2: Semi-Quantitative Analysis



Method 2: Semi-Quantitative Analysis





How far to Wally World?



How far to Wally World?

Distance rating: 6





Issue 1: Math on 

Ordinal Scales



Scale Order Distance
True 

Zero
Examples

Nominal No No No Color, Gender, Ethnicity, Country

Ordinal Yes No No Rating Scales, Rank Order

Interval Yes Yes No Time of Day, IQ, Likert Scale, Temp.

Ratio Yes Yes Yes Age, Height, Cost, Weight

Measurement Scales



Scale Permitted Mathematical Operations

Nominal Counting

Ordinal Greater than/less than

Interval
Addition, subtraction, multiplication, division; 

cannot make ratio statements

Ratio Any, including ratios

Measurement Scales





Essentially, all 

models are wrong, 

but some are 

useful.

- George E. P. Box



Issue 2a: Wrong Type of Model



When to Use Deterministic Models When to Use Stochastic Models



Risk =

threat x 

vulnerability x 

consequence
vs

Issue 2b: Poor Model Design





Method 3: Quantitative Analysis

Risk to PHIPatient Safety Risk Financial Risk
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Cyber Issues

Modeling Risk in Healthcare

Unsafe conditions caused by:

• Medical Device 

Failure

• Mission Critical 

System Outages

Data breaches caused by:

• Hackers & 

Malware

• Unauthorized 

Access / 

Disclosures

• Human Error

Resulting in multiple forms of financial loss including: fines, 

judgements, revenue.

causing…

(e.g. Epic, Cerner, 

McKesson, PIXIS)



Risk associated with cyber criminals gaining 
access to PHI via external facing applications: 

Risk Category
Avg Annual Expected 

Loss
95th Percentile

Patient Safety Risk none none

Privacy Risk 10 records 5% prob. > 100K records

Financial Risk $10K 5% prob. > $10M



Why Quantify Risk?



Summary

✓Cyber security is a business issue

✓Risk management is process

✓Effective risk management requires good decision making

✓Decision makers need good information

✓Traditional risk analysis produces “questionable” results

✓Cyber risk can and should be measured



“The significant problems we face 

cannot be solved at the same level of 

thinking with which we created them.” 



@appsgarcia

Where to find me online…

linkedin.com/in/apoloniogarcia

www.healthguardsecurity.com


