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Why Decommission?

- Reduce organization costs

 Obsolete application

- Reduce system hardware or multiple systems
 Mergers resulting in moving data

- Legacy data scattered across multiple systems
 Need for standardized data analytics

- REPUTATION

« Compliance



electronic protected health information
(ePHI)
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Electronic protected health information (ePHI) refers to any protected health information

PHI) that is covered under Health Insurance Portability and Accountability Act of 1996
(HIPAA) security regulations and is produced, saved, transferred or received in an electronic
form.

There are 18 specific types of electronic protected health information, including patient
names, addresses, Social Security numbers, email addresses, fingerprints or photographic
images, among others. In addition, any past medical records or payment information is
subject to the same degree of privacy protection.

Regardless of the type of electronic device -- PC, tablet PC or smartphone -- used to access
electronic protected health information, users must abide by HIPAA Security Rule guidelines
when handling both information at rest and that which is being transferred electronically,
via email or file transfer.




Reputation:
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Y8 CVS Caremark mailing error exposes prescription
= nformation

Robert Weisman reports in The Boston Globe:

CWS Caremark Corp. said Friday that it mistakenly sent letters to about 3,500 Tufts
Health Plan members, giving them personal information about the medical conditions and
medications of other members enrolled in a supplemental Medicare plan managed by Tufis.

The mistake was due to an unspecified “programming error,” CVS Caremark, pharmacy
benefits manager for the Tufts Medicare Preferred Plan, said in a statement.

[--]

The “medication information” letters went out to the wrong addresses in late January and
early February, mostly to members in Massachusetts. Each letter included another member's
name, the name of a drug prescribed, and the general types of conditions that treatment is
used for, according to CVS Caremark, based in Woonsocket, R.1.
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At $1.2M photocopy breach proves
costly

HITECH notification rule leads to settlement after CBS News story
Movember 10, 2013
From the December 2013 print issue
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The U5, Department of Health and Hurnan Services has settled with Affinity Health Plan, a New York-based managed
care plan, for HIPAA violations to the tune of 51,215,730 after a photocopier containing patient information was

compromised.

Affinity filed a breach report with the HHS Office for Civil Rights on April 15, 2010, as required by the Health Information
Technology for Economic and Clinical Health Act, say HHS officials. The HITECH Breach Motification Rule requires HIPAA-
covered entities to notify HHS of a breach of unsecured protected health information.

CB5 Evening Mews informed Affinity officials that, as part of an investigatory report, the television network had
purchased a photocopier — previously leased by Affinity — that contained confidential medical information on its hard
drive. Affinity estimated that up to 344,579 individuals might have been affected by this breach.
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Data Breaches According to IBM

Financial Consequences

Data breaches are among the
most common and costly
security failures in
organizations of any size.

In fact, studies show that
companies are attacked an
average of 16,856 times a yeatr,
and that many of those attacks
result in a quantifiable data
breach.

[VALUE]% Lost
Revenue




Legacy System Definition

»Legacy System: is an old method, technology, computer system or
application program that may or may not being used in the organization
and has an historical role.

»Run on obsolete hardware, difficult and costly to maintain, improve or
expand.

»Vulnerabilities exist due to older operating systems and lace of security
patches being available or applied. Backwards compatibility concerns.



Historical Data

» Historical Data usually resides on legacy systems inside legacy software
»Data may contain financial, clinical, and analytical content

»Due to compliance, legal and retention requiring periodic access and

usability



Your Responsibility

»Protect it — HIPAA ePHI privacy compliance

» Retrieve it — business intelligence, analytics, legal or patient request
»Encrypt it — security — malicious attracts

» Store it — house or host the data content

» Secure it — HIPAA security compliance



Compliance

> HIPAA

»SOX

»CMS

»>CLIA

»JCAHO

»IRS Audits

» Retention Policies
> FBI

» Department of Homeland Security — Cybersecurity



Cost to Consider

» Regulatory compliance audits
» System maintenance fees

» Application support fees

» Network costs

» Storage location

» Nontangible costs - credibility, trust due to a breach, reputation



Developing a Business Strategy

» ldentify the business need
»Develop a cost benefit analysis
» Tangible and non tangible cost

» Outline a solution - customized to your organization



Best Practice For a Data and
System Migration Solution

»Plan

» Analysis

» Design

> Validation/Test

» Implement Strategy
» Optimize

>»Decommission



However beautitul the strategy, you should occasionally look at the result ~
WINSTON CHURCHILL

Quality Assurance

» Enterprise Integration
» Application Testing
» Data Conversion

» Data Validation



Enterprise Integration

» Specification Requirements Meetings

» Specification Technical Documentation

»HL7 Standards and Segment Validation

» Content Validation based on data requirements
» Interface Engines

» Centralized and Decentralized Engines - the quantity impacts scope



Data Validation

» Testing Methodology
» Various phases/cycles of testing
» Automated vs. Manual Testing Products

» Compliance Consideration - ePHI



Trust and Credibility

» Cyber crime has increased 100% in four years

» Data breaches are becoming more public knowledge and
increasing daily

» Data security is essential to credibility in healthcare and instrumental in
keeping patients engaged

» Cyber crime has tangible and intangible cost which organizations need to
consider



How Can We Help?

Issue identification

Solution recommendation
Current state analysis

Cost analysis and ROI review
Project planning

Technical expertise

Future state projections
Interoperability validation
Implementation guidance
Compliance oversight
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Verification of actual decommissioned product



