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The Changing Face of ….. Security

The Internet of 
THINGS!



Healthcare is under attack!



Changing 
Business Models 



Changing 
Business Models 



KDH operates an 86-bed hospital and physicians' office in 
Madison, Ind. – Hit by Locky Ransomware March 30th on a 
single computer but shut whole network down

March 16th, Kentucky Methodist Hospital – forced to shutdown computer systems when hit with Locky Ransomware.



Northern Lincolnshire and Goole NHS Foundation Trust 
cancels ALL operations after cyber attack

Patients told not to turn up for appointments or for surgery 





Healthcare is Seen as an Easy Target
Theft

• Theft of Medical Records - $45~$50 per

• Theft of full Identity – up to $500

• Theft of clinical research / clinical trial data

• Theft of formulations / procedures 

Malicious Attack – DOS / Integrity / 

• ICS systems – Critical hospital systems – water, air, heat, mechanicals

• Patient harm / assassination / poisoning



The IoT / Medical Device Challenge



• 20% growth per annum in number of medical devices

The IoT / Medical Device Challenge

• 20% growth per annum in number of medical devices

• No common standards or security

• Windows Embedded 2009, (Windows XP)

• Dumb devices unable to support AV or End Point Protection 

• Limited CPU and memory unable to sustain malware or DOS

• Easiest way to infiltrate a healthcare network is via a medical device / medical device 
network – 802.11 40 bit WEP or RJ45 port



• 20% growth per annum in number of medical devices

Legacy Medical Devices Aren’t Going Away!

Half Life – Medical Devices last for up to 20 years

• 40 bit WEP anyone?

• Limited Network Stack



• 20% growth per annum in number of medical devices

Converged Networks



IoT Now Being Targeted at a Hospital Near You!

The next ransom attacks will likely be 
leveled directly against Hospital IOT 

systems and Medical Devices



IoT Now Being Targeted

• IOT services we can’t do without: 
• HVAC, 
• Elevators / Lifts, 
• Water Management, 
• Electrical supply, 
• etc.



Imagine a man-made 
Hurricane Katrina….

…. A Cyber Attack 
against our 

Healthcare IOT 
Systems



The Next Level of Ransoms…won’t be against data

• Could Patient lives be held to ransom by 
compromised Medical Device?

In 2014, the Federal Bureau of Investigation issued a 
report that predicted hackers could assail medical 
devices

In 2015 they issued an alert warning companies and 
the public about cybersecurity risks to networked 
medical devices and wearable sensors



You don’t need James Bond to carry out assassinations 
when you own the medical device targets are attached to

Cyber Assassin



How Secure is your ICU?
How confident are you 

about 
the security of your medical 

devices?

Russian Oligarch, 
Mafia Boss or 
innocent victim?



What if the NICU was compromised ?



The Weakest Link

So how can we go about protecting these simple 
networked devices in our healthcare environment?

How can we protect patients from malicious or 
unintentional harm?



The Weakest Link

You COULD perform an assessment and configuration review of 
every IOT and medical device in each of your hospitals

• It would need to be ongoing!
• You would need an army! 

Far easier to just assume the whole lot are a hopeless case and 
will be for the foreseeable future AT LEAST.. inherently 
INSECURE



The Weakest Link

We need to SEGMENT them but in such a way that it 
doesn’t impede patient care.

Options:
1. Proxy traffic – simple, cheap, but doesn’t scale
2. Infrastructure Enclaving (firewall & switch ACLs, MPLS, etc.) –

inflexible, expensive to run & maintain and impedes the business
3. Dynamic policy-based segmentation – define once, apply globally 



Dynamic Policy Based Segmentation

• Easy to manage …. from one console across all sites
• Inclusive of all endpoints regardless

• Does not get in the way of the business of treating patients
• Enterprise Policy …. written once … enforced globally

• Uses much of what you already own
• Uses your network to enforce your Policy



Software-Defined Segmentation
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Questions / Comments


