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About the Presenter

John DiMaggio, Chief Executive Officer, Blue Orange Compliance

John DiMaggio is the co-founder and CEO of Blue Orange Compliance, a firm dedicated to helping health care 

providers and business associates navigate the required HIPAA and HITECH Privacy and Security 

regulations. John is a recognized healthcare information compliance speaker to state bar associations and 

healthcare associations including HIMSS, LTPAC, NAHC, LeadingAge and ALFA.  John is also a LeadingAge 

CAST Commissioner.

John’s extensive healthcare experience includes Chief Information Officer with NCS Healthcare and Omnicare; 

senior operations roles with NeighborCare, and general consulting to the industry. John began his career as a 

key expert in Price Waterhouse’s Advanced Technologies Group and served on several national and 

international standards organizations including the American National Standards Institute (ANSI) and the 

International Standards Organization (ISO).

John is the named inventor for multiple healthcare technology and process patents. He holds an MBA in 

Finance from Katz Graduate School of Business and a BS in Computer Science from the University of 

Pittsburgh.

John DiMaggio, CEO

Blue Orange Compliance

5131 Post Rd

Dublin, OH 43017

john.dimaggio@blueorangecompliance.com

614.270.9623

mailto:john.dimaggio@b;ueorangecompliance.com


National Provider

Specialize in healthcare information privacy and security solutions.

We understand that each organization is busy running its business and that human capital 

is limited. Our high-tech, low-touch, cost-effective approach provides continuous, maximum 

information and guidance and requires minimal staff time and engagement.

• HIPAA Security Risk Analyses & Remediation

• HIPAA Privacy and Breach Assessments & Remediation

• Penetration Testing

• Forensics

• Mock Office for Civil Rights HIPAA Audits

About Blue Orange



Agenda

• Privacy and Security in Perspective
• Laws and Regulations
• Office for Civil Rights New Audit Protocol
• Cyber Security in the News
• Mitigation
• Call to Action



Organization Questions

• Have you performed a HIPAA security risk analysis?  
Has it been regularly updated?

• Do you have an active security plan?
• Do you have operational policies and procedures for 

Security? Privacy? Breach?
• Have they been updated since Omnibus (2013)?
• Has your staff been trained in HIPAA and your policies 

and procedures?
• Do you have a HIPAA Privacy officer and Security 

Officer designated?
• Have you reviewed the latest Office for Civil Rights 

HIPAA Audit protocol?



Healthcare Landscape

Healthcare

• Electronic

• Push toward interoperability

• Cost shift outside 4 walls

• Information outside 4 walls

Acute Care

• EHR start since 2010

• Meaningful Use Stages

• Receiving incentives

LTPAC

• Push toward interoperability

• Implementing EHR

• Implementing applicable technology
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Privacy and Security
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Is Privacy and Security  Important?

•Who thinks it is important?
• Government
• Clients (Business Associate)
• Insurance Companies
• Your patients and residents

•What will happen if we don’t manage it?
• It’s not “if”, it’s “when”
• Random Audit
• For Cause Audit
• Breach
• Legal
• Reputation



Am I Too Small?
Dermatology practice settles potential HIPAA 
violations
Adult & Pediatric Dermatology, P.C., of Concord, Mass., (APDerm) has agreed to settle potential 
violations of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) 
Privacy, Security, and Breach Notification Rules with the Department of Health and Human 
Services, agreeing to a $150,000 payment. APDerm will also be required to implement a 
corrective action plan to correct deficiencies in its HIPAA compliance program. APDerm is a 
private practice that delivers dermatology services in four locations in Massachusetts and two in 
New Hampshire. This case marks the first settlement with a covered entity for not having policies 
and procedures in place to address the breach notification provisions of the Health Information 
Technology for Economic and Clinical Health (HITECH) Act, passed as part of American Recovery 
and Reinvestment Act of 2009 (ARRA).
The HHS Office for Civil Rights (OCR) opened an investigation of APDerm upon receiving a report 
that an unencrypted thumb drive containing the electronic protected health information 
(ePHI) of approximately 2,200 individuals was stolen from a vehicle of one its staff members. The 
thumb drive was never recovered. The investigation revealed that APDerm had not conducted 
an accurate and thorough analysis of the potential risks and vulnerabilities to the 
confidentiality of ePHI as part of its security management process. Further, APDerm did not fully 
comply with requirements of the Breach Notification Rule to have in place written policies and 
procedures and train workforce members.
“As we say in health care, an ounce of prevention is worth a pound of cure,” said OCR Director 
Leon Rodriguez. “That is what a good risk management process is all about – identifying and 
mitigating the risk before a bad thing happens. Covered entities of all sizes need to give priority 
to securing electronic protected health information.”
In addition to a $150,000 resolution amount, the settlement includes a corrective action plan 
requiring AP Derm to develop a risk analysis and risk management plan to address and mitigate 
any security risks and vulnerabilities, as well as to provide an implementation report to OCR.



Am I Too Small?
HHS announces first HIPAA breach settlement involving less than 500 
patients

Hospice of North Idaho settles HIPAA security case for $50,000

The Hospice of North Idaho (HONI) has agreed to pay the U.S. Department of Health and 
Human Services’ (HHS) $50,000 to settle potential violations of the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA) Security Rule. This is the first 
settlement involving a breach of unsecured electronic protected health information (ePHI) 
affecting fewer than 500 individuals.
The HHS Office for Civil Rights (OCR) began its investigation after HONI reported to HHS 
that an unencrypted laptop computer containing the electronic protected health 
information (ePHI) of 441 patients had been stolen in June 2010. Laptops containing ePHI
are regularly used by the organization as part of their field work. Over the course of the 
investigation, OCR discovered that HONI had not conducted a risk analysis to safeguard 
ePHI. Further, HONI did not have in place policies or procedures to address mobile device 
security as required by the HIPAA Security Rule. Since the June 2010 theft, HONI has taken 
extensive additional steps to improve their HIPAA Privacy and Security compliance 
program.
“This action sends a strong message to the health care industry that, regardless of size, 
covered entities must take action and will be held accountable for safeguarding their 
patients’ health information.” said OCR Director Leon Rodriguez. “Encryption is an easy 
method for making lost information unusable, unreadable and undecipherable.”



Am I Too Small?
Bad News for HIPAA Business Associates: HHS OCR Announces $650,000 

Settlement for BA Breach
Posted on July 3rd, 2016 by Colin Zick

Catholic Health Care Services of the Archdiocese of Philadelphia (“CHCS”), a HIPAA business associate, has agreed to pay the 

Department of Health and Human Services Office of Civil Rights (“OCR”) $650,000 in connection with a data breach 

involving the nursing homes to which it provides management and IT services.

The underlying breach occurred in February 2014 (which suggests a significant backlog at OCR in resolving open matters).  The breach itself was 

relatively insignificant compared to those we often see today involving millions of records:  this was the theft of an unsecured 

iPhone with health information of 412 nursing home patients.

The resolution agreement’s formal description of the problematic behavior was:  “From September 23, 2013, the compliance date of the Security Rule 

for business associates, until the present, CHCS failed to conduct an accurate and thorough assessment of the potential 

risks and vulnerabilities to the confidentiality integrity, and availability of e-PHI held by CHCS.”  The specifics, 

according to OCR’s statement about the settlement, are as follows:

OCR initiated its investigation on April 17, 2014, after receiving notification that CHCS had experienced a breach of PHI involving the theft of a 

CHCS-issued employee iPhone.The iPhone was unencrypted and was not password protected.

The information on the iPhone was extensive, and included social security numbers, information regarding diagnosis and treatment, medical 

procedures, names of family members and legal guardians, and medication information.

At the time of the incident, CHCS had no policies addressing the removal of mobile devices containing PHI from its facility or what to do in the event 

of a security incident.

OCR also determined that CHCS had no risk analysis or risk management plan.

In determining the resolution amount, OCR considered that CHCS provides unique and much-needed services in the Philadelphia region to the 

elderly, developmentally disabled individuals, young adults aging out of foster care, and individuals living with HIV/AIDS.

Given that CHCH is 1) a non-profit; 2) with a religious affiliation; 3) providing “much-needed services”; and 

4) “only” 412 records were involved, the $650,000 settlement and two-year corrective plan is significant 

and sends a clear message:  business associates that are involved in breaches are going to be treated 

just as if they are covered entities by OCR when it comes to resolution of breaches



Am I Too Small?
HIPAA Settlement Highlights the Continuing 
Importance of Secure Disposal of Paper Medical 
Records
(now out of business)

Cornell Prescription Pharmacy (Cornell) has agreed to settle 
potential violations of the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) Privacy Rule with the Department 
of Health and Human Services (HHS), Office for Civil Rights 
(OCR). Cornell will pay $125,000 and adopt a corrective action plan 

to correct deficiencies in its HIPAA compliance program.



Why HIPAA?

• Exchange and transmit claims information in a standard 
way

• Public feel safe their health information is protected
– How information can be shared
– Patient rights
– Specifics around protecting electronic health information



HIPAA – Who needs to comply?

• Covered Entity (CE):
• Health Plans

• Health Care Providers:  Any provider who electronically transmits health information in 
connection with standardized transactions regulated by HIPAA (e.g., claims transactions, 
benefit eligibility inquires, etc.).

• Health Care Clearinghouses:  Entities that process nonstandard information they receive 
from one entity into a standard format (or vice versa).    

• Business Associate (BA):  
• A person or organization (other than a member of the CE’s workforce) that performs 

certain functions or activities on behalf of the CE that involves the use or disclosure of 
protected information.

• HIPAA Entity Types
• Covered Entity

• Affiliated Covered Entity (ACE)

• Hybrid

• Organized Healthcare Arrangement (OHCA)



What’s at Risk? Penalties Plus…



Cleanup from a HIPAA Breach can cost an organization:

A) $58,000

B) $830,000

C) $2,400,000

D) Nothing.  It’s no big deal.



Regulations

• HIPAA (Federal floor)
– 45 CFR 164 Subpart C - SECURITY STANDARDS FOR THE 

PROTECTION OF ELECTRONIC PROTECTED HEALTH 
INFORMATION

– 45 CFR 164 Subpart E - PRIVACY OF INDIVIDUALLY 
IDENTIFIABLE HEALTH INFORMATION

– 45 CFR 164 Subpart D - NOTIFICATION IN THE CASE OF 
BREACH OF UNSECURED PROTECTED HEALTH INFORMATION

• State Regulations
– Confidentiality
– Patient Rights
– Breach



Privacy, Security, Breach Scope
Security

– “C.I.A.” Confidentiality, Integrity, Availability

– HIPAA Security Rule Safeguards
• Administrative

• Technical

• Physical

• Organizational

Example Security Control Families

Access Control
Audit and Accountability
Certification, Accreditation, and Security Assessment
Configuration Management
Contingency Planning
Identification and Authentication
Incident Response
Maintenance
Media Protection
Physical and Environmental
Security Planning
Security Awareness and Training
Personnel Security
Risk Assessment
System and Service Acquisition
System and Communications
System and Information Integrity

Privacy
Patient Rights
Uses and Disclosures
Training
Business Associates
Forms, logs, reports, audit

Breach
Detection
Mitigation
Documentation
Notification
Training



Cyber Insurance



Office for Civil Rights HIPAA Audits

• Random Audits
– Performed Test Audits in 2012
– 2016 Audits Underway
– New Audit Protocol Published April, 2016

• For Cause Audits/Investigations
– Incident or Breach
– Whistleblower
– Complaint



OCR HIPAA Audits

•2016 in process
•Covered Entities and Business Associates
•Email verification
•Questionnaire
•Audit pool selection
•Desk Audits  - Have 10 days to send 

requested information





Office for Civil Rights HIPAA Audit Protocol

180 Audit Items

General Item Structure
1. Do Policies and procedures exist for the item?

2. Does the entity perform the necessary requirements if the item?

3. Obtain and review policies and procedures for the item and ensure they 

have required elements

4. Obtain and review documentation demonstrating the item is being 

performed in accordance with policies and procedures



OCR Audit Protocol Walkthrough
Security Example



OCR Audit Protocol Walkthrough
Privacy Example



OCR Audit Protocol Walkthrough
Breach Example



OCR Audit Protocol Additional 
Information

Download OCR Audit E Book
www.blueorangecompliance.com

Audit Protocol
http://www.hhs.gov/hipaa/for-professionals/compliance-
enforcement/audit/protocol/index.html

http://www.blueorangecompliance.com/
http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/audit/protocol/index.html


Governance

•HIPAA Security Officer
•HIPAA Privacy Officer
•Executive Oversight
•Board Communication



HIPAA Security Risk Analysis

•Required by HIPAA Regulations

•Thorough and Accurate – Assess all required 
areas

•Perform Regularly



Considerations

• Policies/procedures alone are not enough – they 
need to be communicated and understood

• Your weakest link is the employee you hired 
yesterday – training is not a “one-time-only” deal

• Business Associate Agreements and Confidentiality 
Statements are not enough. What happens when the 
ink dries? Are the contractual terms communicated 
to those with day-to-day responsibility?  

• Compliance must be monitored and consistently 
enforced 



Cyber Security

Hacking Stages

1. Reconnaissance
2. Scan
3. Gain Access
4. Maintain Access
5. Clear Tracks

Hacking Motivators

1. Money

2. Fun

3. Social/Political Cause

4. Information



Hacking Stages

Stage Your House Your Organization

Reconnaissance • Drive by - schedule
• Look at county auditor 

site
• Facebook

• LinkedIn
• Google
• SEC Filings
• Website

Scanning • Check doors, windows
• Try garage codes

• Scan ports
• Phone calls
• Physical visit

Gain Access • Enter through window • Phishing
• Malware
• Social

Maintain Access • Add garage code
• Find spare key

• Create back door
• Create user

Clear Tracks • Leave house as was
• Remove fingerprints

• Clear audit logs



Social Engineering 
Phishing

Spear Phishing

Whaling



Phishing and Spear Phishing
Phishing
• Email-based
• Broad Targets
• Offer something of value

Spear Phishing
• Email-based
• Selected Targets
• Custom, Legitimate-looking Message



Whaling
• Targets high-profile end users (C-Level)
• Usually through email
• Have familiarity with your company
• Sense of urgency to wire money

Countermeasures
• Security Awareness Training
• Follow Policies and Procedures

Source:  BBC



Ransomware
• Malware
• Enters through infected Ads or files
• Encrypts files
• Ransom demanded for key
• Usually no data is stolen

Countermeasures
• Security Awareness Training
• Off-line and regular backups
• Lowest system privileges
• System/Antivirus Updates

Post Incident
• Incident Response
• Breach Policies and Procedures

HHS Guidance:
https://www.hhs.gov/blog/2016/07/11/your-money-or-your-phi.html

Source:  CSO



Security Mitigation
• Risk Analysis

• Vulnerability Scanning
• External
• Internal
• Web Application Testing

• Penetration Test

• Policies and Procedures

• Security Awareness Training and Regular Alerts



Passwords

•Last Line of Defense

•Password Cracking
• Non-Electronic

• Shoulder Surfing
• Dumpster Diving
• Social Engineering

• Electronic
• Guessing
• Default Passwords
• Electronic Cracking



Passwords - Mitigation
• Password length and complexity

• Failed login attempts

• Regular forced password changes

• De-activate account if not used in x days

• 2-factor authentication if possible 



Encryption

• Scrambling Information with a Key

• In transit

• At Rest



Cyber Security Additional 
Information

Download Cyber Security EBook
www.blueorangecompliance.com

http://www.blueorangecompliance.com/


Physical Security

• Locked doors

• Visitor Management

• Training



Call to Action - Security
• Assess

– Perform thorough and accurate Risk Analysis
– Develop and actively manage security plan
– Remediate
– Rinse and repeat

• Test
– Vulnerability Scans - External/Internal
– Web Application Testing
– Penetration Test

• Train
– Workforce
– IT Specific

• Include in Risk Management
– Include in Executive Meeting Agenda
– Share with Board of Directors
– This is NOT just an “I.T. Thing”

Assess

Prioritize/

Manage
Remediate



Call to Action – Privacy and Breach

•Perform Gap Analysis
• Evaluate Policies and Procedures
• Review HIPAA Entity Designation
• Review Business Line Regulations
• Review State Regulations
• Review Operations



Organization Questions

• Have you performed a HIPAA security risk analysis?  
Has it been regularly updated?

• Do you have an active security plan?
• Do you have operational policies and procedures for 

Security? Privacy? Breach?
• Have they been updated since Omnibus (2013)?
• Has your staff been trained in HIPAA and your policies 

and procedures?
• Do you have a HIPAA Privacy officer and Security 

Officer designated?
• Have you reviewed the latest Office for Civil Rights 

HIPAA Audit protocol?



Contact Info and Additional Information

John DiMaggio

CEO

Blue Orange Compliance

john.dimaggio@blueorangecompliance.com

614.270.9623

Thank You

mailto:john.dimaggio@blueorangecompliance.com

