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Largest Healthcare Breaches of 2022
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Patients Impacted: 4.11M
Breach Method: Ransomware
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Patients Impacted: 3.0M
Breach Method: EMR Access
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Patients Impacted: 2.21M
Breach Method: Hacking
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Patients Impacted: 2.0M
Breach Method: Hacking

P pfc

Patients Impacted: 1.91M
Breach Method: Ransomware

BAPTIST
HEALTH SYSTEM

Patients Impacted: 1.6M
Breach Method: Malware
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Patients Impacted: 1.5M
Breach Method: EMR Access
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Patients Impacted: 1.36M
Breach Method: EMR Access
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Patients Impacted: 1.35M
Breach Method: Hacking
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Patients Impacted: 1.29M
Breach Method: Hacking
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HOSPITAL
Patients Impacted: 1.19M
Breach Method: Ransomware
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Patients Impacted: 942K
Breach Method: Ransomware

Source: US Department of Health and Human Services Office for Civil Rights Breach Portal:
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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Impacting Patient Safety...

Ehe New Pork Times

Patients of a Vermont Hospital Are
Left ‘in the Dark’ After a Cyberattack

Awave of damaging attacks on hospitals upended the lives of
patients with cancer and other ailments. “] have no idea what to
do,” one said.

THP WALL STREET JOURNAL

‘U‘

_~—

A Hospital Hit by Hackers a Baby in DlstreSS°

The Case of the First Alleged Ransomware
Death

A lawsuit says computer outages from a cyberattack led staff to miss troubling signs, resulting in the baby’s
death, allegations the hospital denies
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Colleen Cargill
Nurse, Oncology

“To look someone in the eye, and tell
them they cannot have their
life-extending or lifesaving treatment, it
was horrible, and totally heart-wrenching,”
she said.

The very first person she turned away, a
young woman, burst into tears. “She said,
‘I have to get chemo, | am the mother of
two young kids,”

Ms. Cargill said. “She was so fearful,
and the fear was tangible.”

proofpoint. 4



..and Costing Immensely...

CommonSpirit Health Ransomware

HEALTH Attack Leads to $150M in Losses To
TSECURITY  pate

xtelligent HEALTHCARE MEDIA

As previously reported, CommonSpirit Health suffered a
ransomware attack in October 2022 that impacted facilities across
its network.

THE

HIPPA A Universal Health Services Ransomware
TOURNA|  Attack Cost $67 Million in 2020

Posted By HIPAA Journal on Mar 24, 2021

o
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Why are Cyber Attacks on Healthcare Happening?

Healthcare Data is Highly Valuable

More valuable than credit card data

Create a whole persona

https://mww.dmagazine.com/healthcare-business/2019/10/why-medical-
data-is-50-times-more-valuable-than-a-credit-card/

Create / seek medical treatment
Obtain controlled substances
Many cases include CC / SSN data

Long lifecycle



Threat Actor / Criminal Motivation...

52%
43%
39%
15% 15%
l I =

Financial Employee Patient Intellectual Confidential Biometric
Information  Information Information  Property Business Information
Information
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Other

UHIMSS

**25°7 2021 Cybersecurity Survey
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People (Over Machines) Are Leveraged in Most Attacks

Phishing atfack 45%
Ransomware attack 17%
Breach or data leakage 7%
Negligent insider activity 5%
Social engineering attack 5%
Fire, flash flood, or natural hazard 4%
Credential harvesting attack 4%

Website or web application attack

Distibuted denial of service attack

Theft or loss

S N

Supply chain compromise or attack

7 HIMSS

**3°"7 2021 Cybersecurity Survey
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2021 HIMSS Healthcare Cybersecurity Survey
Finding:
The Most Significant Security Incident:

e @ Phishing is still king. Phishing leads the pack.
» $ Financial information is the main target. Threat actors typically go where the
money is.

» (& Initial hook is by phishing. Phishing tends to be the initial point of compromise.

» ¥ Disruption is a typical impact. Disruption is typical—whether organizations are
prepared is another question.

HIMSS

2021 Cybersecurity Survey
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The Initial Points of Compromise Ranked

Phishing %

Human ercr |1 19%
Social engineering  |1NNIEGNGN 15%
Legacy (unsupported) software | 15%

Website 1%
Remote access server 10%
Laptop, tablet or device 10%
Legacy (unsupported) operating system 9%
Cloud provider/service 9%
Shadow IT 8%
Unpatched (supported) software 7%
Unpatched (supported) operating systems 7%
wrdware or software infected with malware “off the shelf” 4%
Electronic health record system 4%
Picture Archiving and Communication System (PACS) 4%
Virtual private netwaork (VPN) 4%
Iding automation system or other indusfrial conirol system 3% HIM S S .

Medical device 2% 2021 Cybersecurity Survey

Office productivity software 1%
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Successful Attacks vs Level of Security

Antivirus/anti-malware 78% 12% A7ATIE2L
Firewalls 1% 19% o
E-mail security gateway 57% 26% 210% g
Encryption - data in transit 50% 28% 14% I"]%
Network monitoring tools 47% 20% 15% 2%
Web security gateway g
Intrusion detection & prevention systems (IDPS) 43% 29% 16% l’Z%
Encryption - data at rest 4%
Patch and vulnerability management 38% 40% 15% I’l%
Multi-factor authentication 2%
Identity & access management I’z%
Privileged access management 34% 20% 19% l4%
Data loss prevention 28% 25% 22% .’5%
single sign on 23% 27% 23% 5%
Mobile device management (MDM) 23% 23% 20% -5%
Zero tust solutions  EEAMESANLEA 7%

m100% m75% m50% »25% mO%
Percent Implemented
© 2023 Proofpoint Inc. / All rights re ) 3 proofpomtm 12



Global Threat

Modern Threat Landscape — What We See

Legitimate filesharing Business Email Complex, Multi-Stage
Relentless focus on :
: o abuse & attacks on Compromise and Lures (Ransomware
credential phishing : .
0365 Supply Chain variants
hotmail.com x e
Company: Outlook,com @ -@ ‘@ “**

2020/09/23 - 2020/10/22 @

— t
el i is Tawvns«.ws
Sort by Attack Index Contribution . 59 3y 809 ] 7 0 8 + %Rk— ] ] o @ = = @ =» E

Malicious messages targeted at Proofpoint . Dutiank Moo Viord CHMFie
Credential Phishing 55% customers sent or hosted by Microsoft Fempary tiack.com b
Office 365 since December 2019 Aegistratian date RELTTLETSTS
[l Corporate Credential Phishing 44% T
ARC palicy EEna ]
Il Consumer Credential Phishing 1% SharePoint TR —, 19571
All Others
Malware <1% Messages fram ookalikes o
B Banking <1% Mﬁi'%i_osus Messages delivered LA
One Drive
0,
. MaISpam <1% Office Forms ‘ Threats 1o you (54) C

([iphishing  ®impostar () Matware (8 Spam

34 17 3 0

13
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2022 Verizon DBIR Summary of Findings:

0% 20% 40% 60% 80% 100% There are four key paths leading to your
Creds estate: Credentials, Phishing, Exploiting
_ vulnerabilities and Botnets. These four

pervade all areas of the DBIR, and no
- organization is safe without a plan to
Phishing handle them all.

Exploit vuln

Botnet

’

0% 20% 40% 60% 80% 100%

Figure 5. Select enumerations in non-Error, non-Misuse breaches (n=4,250)
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2022 Verizon DBIR Summary of Findings:

20%

10%

Ransomware

0%
2017 2019 2021

Figure 6. Ransomware over time in breaches

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential

This year, Ransomware has continued
its upward trend with an almost 13%
increase-a rise as big as the last five
years combined (for a total of 25%
this year). It's important to remember,
Ransomware by itself is really just a
model of monetizing an organization’s
access. Blocking the four key paths
mentioned above helps to block the
most common routes Ransomware
uses to invade your network.

proofpoint. s



2022 Verizon DBIR Summary of Findings:

« Compromised Supply Chain
Partners were contributors
to 62% of the Intrusion
Incidents

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential
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Figure 7. Partner vector in System Intrusion incidents (n=3,403)
Each glyph represents 25 incidents.

proofpoint.
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How It Plays Out — Typical Cyber Attack Chain

e B & 5B %

Initial
Recon compromise Persistence Impact

-
proofpol nt . | © 2023 Proofpoint. Confidential and proprietary, for internal use only—all rights reserved



Recon — what happens?

Typical reconnaissance activities include packet sniffing,
ping sweeps, port scanning, and internet information
queries.
Recon
UPMC Leadership

ET——

£ YouTube

-
p roofpol nt © 2023 Proofpoint. Confidential and proprietary, for internal use only—all rights reserved
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Initial Compromise Lure — Get Your Vaccine ID from the CDC

United States Centers for Disease Control

Centers for Disease Control and Prevention
COC 24/7. Saving Lives, Profectng Peopie™

o

* Looks very similar to
CDC website

» Seeks credentials

0y ~
Joutiook  (GMail  TWOMco385 Yoo Aol

Authenticate with your o (Offers a “Vaccine ID”
email provider to generate
Vaccine ID

1S, Department of Health & Human Services (OC Webste xt isciimer (4

Figure 3: Spoofed CDC Branded Credential Phishing Template via cdc[.Jgov[.Jcoronavirus(.]jsecuref.jserver[.Jshorttermrentall.jorg

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential proofpointw



Initial Compromise Lure — Get Your Stimulus Check

The Lure

Internal Revenue Service

i ifcial website af the Unéed Siates Governmert

( Financial Aid Details ,

After an accounting audit of our records, we discovered that you are eligible for an instant amount of 1079.83 USD worth of

financial aid
Upon submission, your request will be further reviewed by our accounting team and the amount in question will be crediled 1o
your confirmed financial institution in a timeframe of 48 hours.

CONTINUE

Figure 5 Spoofed IRS Landing Page for Financial Aid via cmattayers[.Jcom

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential

The Phish

Get My Payment

r G, Piease visht our Freque ons page.
All figkds marked with an * (astoToRgge required.

Social Security Number (SSN) *

Date of Birth *

MMDDYYYY

2ZIP or Postal Code * (Required, except g cuntries without ZIP or postal codes)

Figure 6 Spoofed IR Credential Phishing Page via cmattayers|.jcom

Request SSN & Date of Birth

proofpoint.
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Initial Compromise Targeted Attack - IT Service Desk Coronavirus Notice

« Emails received with links leading to OWA
credential harvesting page

«  Proofpoint observed Corona virus notice subject lines purporting
to being from an internal IT-Service desk

*  The weaponized link in the campaign tricks users into signing up
for a mandated seminar or risk disciplinary measures

* Small Sized Campaign:
« Targets:
*  More than 400 messages
*  More than 10 customers targeted

* Hospitals in Healthcare verticals were most
impacted by this threat

* Impact: Stolen Credentials

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential

] L‘eﬁ RE: IT-Service desk: Coronavirus notice for all employee

Message

RE: IT-Service desk: Coronavirus notice for all employee
Weerheim - Dooge, Joke <J.Weerheim_1@careyn.nl>

Tuesday, March 3, 2020 at 8:44 AM
Show Details

Van: Weerhaim - Dooge, Joke

Verzonden: dinsdag 3 maart 2020 14:22

Aan: Weerheim - Dooge, Joke

Onderwerp: IT-Service desk: Coronavirus natice for all employee

] ek es spp

€ @ o tevhprzim sy s s

x U

EIE]

Outlook Web App

TEH R E -

Dear Employee/Staff,

There is an ongoing outbreak of a deadly virus called coronavirus ( Covid-19). The virus is spreading like wide
fire and the world health organization are doing everything possible to contain the current situation. The virus
which originated from china has hit europe, America, Asia and Africa. The government has hereby instructed all
organization and institution to educate and enlightened their employee/staff about the virus in order to increase the

awareness of the coronavirus (covid-19).

in view of this directives, the institution is currently organizing a seminar for all staff to talk about this deadly
virus. All employee/staff are hereby ask to quickly participate in the quick survey to show your awareness about
the coronavirus and also register for the seminar. The survey and seminar is compulsory in the battle to win the
fight against this epidemic as all employee are Mandated to participate in the survey immediately you receive this
notice. Disciplinary measure would be taken on staff that failed to carry out this instruction. Winning this battle is
in our collective effort. Kindly follow the link SURVEY/SEMINAR to participate in the survey and register for the

semminar.

Best Regards
IT-Service desk

proofpoint.
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How It Plays Out — Persistence Through Impact
Ry AR &

Lateral
movement

Info

gathering g

Persistence Priv Esc

Persistence - Attackers typically use stolen credentials or malware to get a foothold within the network without
being noticed

Info Gathering - Once logged in, they use other tools to find other user vulnerable accounts with more privileged
access (Privilege Escalation)

Lateral Movement - Once attackers successfully find and login with domain admin type privileges, they can
impersonate any user and move freely throughout the enterprise network.

Staging — Using a highly privileged account, the threat actor can install any software backdoor they want

— The attacker leaves with data (exfiltration) and/or locks access to applications and data (ransomware)

-
proofpol nt | © 2023 Proofpoint. Confidential and proprietary, for internal use only—all rights reserved
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Ransomware Attack Example — Ortho Virginia

Two years ago, Virginia's largest provider of orthopedic medicine and therapy,
Healthcape IT News OrthoVirginia, was hit with a Ryuk ransomware attack that disabled access to
workstations, imaging systems needed for scheduled surgeries, backed-up data and

more.

The initial compromise for the attack = personal E-mail!

Per Steve Cagle, CEO of Clearwater Security and Compliance, who helped Ortho VA recover:

* People are the number one vector for cyberattacks, and phishing/social engineering is a top
threat. It is important to train your workforce to trust nothing and no one when it comes to
the digital communication they receive, which now includes voicemails, text messages and

phone calls. They need to learn to operate out of skepticism, doubting anything they can’t
verify as legitimate, including QR codes.

* It’s also crucial to test the effectiveness of that training with periodic phishing and social
engineering exercises, where you’re sending a simulated smishing or vishing to see if/how
many of your employees click or respond in ways they shouldn’t. This validates the
effectiveness of your training and identifies any gaps that need to be filled.

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential pl".')Opril"ltw
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https://www.healthcareitnews.com/news/how-physician-owned-practice-recovered-ransomware-strike?utm_campaign=PR/Media&utm_content=249838995&utm_medium=social&utm_source=linkedin&hss_channel=lcp-1616314

Business Email - . °
Compromise (BEC)
on Healthcare

proofpoint. 24
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BEC Defined - Fraudsters Pose as Someone
the Target Trusts

Pretends to
be you

Actually is
you!

Social
engmeermg

Social
a engmeermg

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential proofpointw 25



Common BEC Tactics

* Business Email Compromise (BEC)

BEC (Identity
Deception)

Domain Spoofing Lookalike Domains Display Name Spoofing

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential

Account Compromise

Also known as Email Account
Compromise (EAC)*

proofpoint. 2



More and More BEC Variants

s ‘
] 'S —
Gift Carding Payroll Redirect or Supplier Invoicing
Payroll Diversion Fraud

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential

[ 7>,

M&A Fraud

Shipment
Redirect

proofpoint.
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Supply Chain is Healthcare’'s Largest Cyber
Challenge

Average healthcare
organization received

200 K emails from over

10 Kdifferent domains
98% received an email-based

threat

Q7%

of monitored healthcare organizations
have received a threat from a supplier
Killer Whala (Orea) domain via impersonation or BEC

Supplier Fraud

Blue Whale

110" 100" 90" 80' 70° 60" S0 40° 30" 200 100 0O

Other BEC variants

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential prOOprintm 28



Common Attack Pattern

Compromised .v‘

account at supplier

» Hijacking of original thread after compromise
¢ Asking to STOP payment to the original bank
account —change in accounts!
—
‘ 1 . * Pivotto lookalike account to sustain access

Threat Actor Ben + Message sent from compromised infrastructure
Trusted i . Fred
Supplier * Inserted 4 more lookalike accounts and legit re
accounts from the approval chain to make this Accounts
email more “real” Payable

Cred Phish Compromised
Compaians  [Hk#] Accounts VAN

CASA Loging from 169.239.193.193

» Other companies targeted

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential pl".')Opril'\tw 29



Medical Supplier

Location:
Date:
Target:
Supplier:

Severity:

)

Pennsylvania
April 2021 indictment
“A Pennsylvania University”

medical supplies

$2,000,000

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential

= United § rtment of |

THE UNITED STATES ATTORNEY'S OFFICE

NORTHERN DISTRICT f GEORGIA
| 4
HOME ABOUT NEWS MEET THE U.S. ATTORNEY DIVISIONS PROGRAMS

U.S. Attorneys » Northern District of Georgia » News
Department of Justice -
SHARE
U.S. Attorney's Office

Northern District of Georgia

FOR IMMEDIATE RELEASE Tuesday, April 20, 2021

Powder Springs man indicted for laundering over two million
dollars in proceeds from a Business Email Compromise scheme

ATLANTA - Denis Onderi Makori has been indicted on charges relating to a business email compromise
(BEC) scheme targeting a Pennsylvania university and allegedly defrauding it out of more than $2 million.

“Business email compromise schemes pose a severe risk of financial loss to public and private institutions
alike,” said Acting U.S. Attorney Kurt R. Erskine. “In this case, Makori allegedly helped orchestrate a
scheme that caused a university to transfer unknowingly over $2 million to bank accounts he controlled.”

“BEC schemes like this alleged one are a big reason why the Georgia Cyber Fraud Task Force, comprised of
federal, state and local agencies, was launched in February,” said Chris Hacker, Special Agent in Charge of
FBI Atlanta. “It takes a combination of education and our priority to investigate and prosecute these cases
to make it a deterrent to those who contemplate committing these crimes.”

According to Acting U.S. Attorney Erskine, the indictment, and other information presented in court:
Various individuals allegedly engaged in a fraudulent BEC scheme to cause a university located in
Pennsylvania to send payments totaling more than $2 million via Automated Clearing House (ACH) to a
bank account controlled by Makori, rather than to the intended beneficiary of such payments, a medical
supply company based in Alpharetta, Georgia.

proofpoint.
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Medical Device Manufacturing Category

Diabetes Care

Location: Global

Date: Current

Target: LifeScan
Partner: Platinum Equity
Objective: steal money
Severity: extreme

TTPs: Spear Phishing attempt

no account compromise

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential

From: Look alike Partner Accounts Payable
To: CFO

Subject: Payment not received

Payment supposedly late

Result:

CFO follows the process to do some checking and verifying away from
automated processes.

Informed Security of the attempt and investigation happened.
No money was transferred.

Additional steps to block bad actor emails and domains.

31




Impostor Email from the “World Health Organization”

- Starting April, 2022 World Heaith
* Nerbian RAT

* 64-bit cross-platform malware
variant written in Go

- Dropped in smaller phishing t’/{\) World Health

i V ¥
campaigns. &8 Organization
v—rﬂ--f
° I mpersonates the World : PROTECT YOURSELF & THOSE AROUND YOU

1. High temperature or shivering (chills].
cough.

Health Organization and
purports to be sending
COVID-19 information to the
targets.

What can you do to proh:l ywrs.lf fmm CO\FID 192
For the latest health advice, phe; wisil the 3 el e
B 2022 WHD
Go WHO COVID-19 Dashbo;
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Lure — Purchase Order for PPEs

L Face Mask Order - Temporary ltems
Message
Face Mask Order
| | H

Wednesday, March 25, 2020 at 11:52 PM
Show Details

Face Mask Order
0.4 KB

Download All Preview All

Good Day wees
Please see attached purchase Order and guaranteed specification for your reference.

Kindly provide us your proforma invoice so we may proceed with payment
Hopping for your soonest response

Thank You

Best Regards

Saludos.
Corporativo Aduanal Nayef SA de CVHeriberto Lopez CastilloTelefono Nextel. 52(867) 192-0723

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential prOOprintm 33



Why It's Important:
More Detall on Impact to
Healthcare

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential proofpointw 34
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Cost of a Data Breach

Report 2022

Cybersecurity State of the Union
—2022 IBM Cost of a Data
Breach Report

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential proofpointw 35



Average Total Cost of Data Breach Per Industry

2022 IBM Ponemon

$US Millions Cost of a Data Breach Report
12.00
10.00
8.00
6.00
\
4.00
0.00
2015 2016 2017 2018 2019 2020 2021 2022
——Healthcare  ===Financial — Retall —Energy
—|ndustrial — Transportation = Hopitality —Puyblic Sector
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Average Total Cost of Data Breach by Industry

Measured in US$ Millions

$10.10
$9.23

Financial

$5.72
- $5.01
Pharmaceuticals 3E.04

Technology EE— 4.9

1
B Y N 51,65
]
e ——

Industrial T
Research N .58

Consumer
i ] ]
Education $3.86

! ——
T e &5 50
ications NEGEGEG— 3,62
O O —— $3.62
B $%‘59 2022 IBM Ponemon
—————————— =}
| _$3 233 75 Cost of a Data Breach Report
Retail I X

Media T $3.15
Hospitality N 2.0 4

Public sector I NI §2.07

$0.00 $2.00 $4.00 $6.00 $8.00 $10.00

m 2022 m 2021
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Average Cost and Freguency of Data Breaches
by Initial Attack Vector

Measured in US$ Millions

Business email compromise Phishing
$4.89 $£4.91
$4.90 . e
Vulnerability in
$4.70 third-party software Stolen or compromised
$4.55 credentials
- $4.50
$4.50 -
$4.30 Malicious insider
Social engineering 5418
$4.10 -
.
$4.10 ® Physical security compromise Cloud
$3.96 misconfiguration
. bt $4.14 2022 I1BM Ponemon

$3.90 - Cost of a Data Breach Report

Accidental

data lossor ' ®

lost device System
$3.70 £3.94 SFror

$3.82
$3.50
0% 5% 10% 15% 20% 25%
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DIY Activities

Given what you’ve learned, what would you fix first, second and third if you were
a security practitioner?

Check out the HHS Breach Portal:
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential pl'OOpriI'ltw 39



Part 2: Prote
Cyber Attacks on
Healthcare

Mike Yriart

Senior Account Manager — Heall



DIY Activities from Part 1:

1) What would you fix first, second and third if you were a security practitioner?

2) Anything surprising you saw in the HHS Breach Portal?
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential pl'OOpriI'ltw 41
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Refresher from Part 1. Healthcare Cyber Threat Landscape

Healthcare Data is highly targeted and very valuable

People (Over Machines) Are Leveraged in Most Attacks
Credentials (usernames / passwords) are constantly being stolen
E-mail is the top initial point of compromise for Healthcare

And now, a bit more perspective to help determine what to do...

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential proofpointw
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Top Three Cybersecurity Risks: All People-centric

Ransomware Arrival
ol

Vast majority of ransomware
e—— attacks start with email

nnnnnn

Email Everything
e Else
Business E-Mail Compromise (BEC)
losses exceed all other cybersecurity Al
&— losses combined BEC  Gihers

7 data for 791,790 incidents

99% of data loss incidents are

85% ® human-driven

— proofpoint data across 3,000 organizations USB
INVOLVED A HUMAN ELEMENT

Email

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confideniial prOOprintm



And in Healthcare? All People-centric

Phishing attacks i Phishing attack 57%

— & HIMSS research

Credential harvesting 21%
I Email

Ransomware & malware 20%

Credential harvesting attacks SEEE A= AT

e—| (21% of respondents) ) -
77 HIMSS research

Social engineering & ransomware

th reats e— | (20% of respondents)

INVOLVED A HUMAN : HIMSS research
ELEMENT
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Cybersecurity State of the Union
— 2022 Cyber Insecurity In
Healthcare Ponemon Report

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential
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CYBER INSECURITY IN HEALTHCARE:

THE COST AND IMPACT
ON PATIENT SAFETY
AND CARE
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Cyber Insecurity & The Impact on Patient Care

With sponsorship from Proofpoint, Ponemon Institute surveyed 641 IT and IT security practitioners in healthcare
organizations who are responsible for participating in cybersecurity strategies including setting IT cybersecurity
priorities, managing budgets and selecting vendors and contractors.

89%

of organizations in this research The average total cost for in lost productivity was on
had at least one cyberattack over the single most expensive average the most significant
the past 12 months cyberattack experienced over financial consequence from the
the past 12 months cyberattack
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Current Threats of Biggest Concern

Insecure medical devices
Ransomware

Insecure mobile apps (eHealth)
Employee negligence or error
Cloud compromises

BEC/spoof phishing
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Cyber Attacks That Have Actually Disrupted Patient Care

Supply chain attacks

BEC/spoofing attacks

Ransomware attacks

Cloud compromises
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...And Adversely Impacted Patients

Delays in procedures and tests have resulted in poor outcomes

Ransomware attacks
BEC/spoofing attacks
Supply chain attacks

B1% Cloud compromises
T  50%

Longer length of stay

Increase in patients transferred or delivered to other facilities

40%
I 37 %

Increase in complications from medical procedures

S —— . 51

An increase in mortality rate
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What are the ways to
protect Healthcare?
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General Security Components to Defend at Each Attack Stage:

__hy

p

Firewall

Web Application Firewall
Endpoint / Virus Protection
Vulnerability Scanning

Patch Management

Identity Management
Secure E-mail Gateway
DMARC

Malicious Mail Pull-Back / Retrieval
Security Awareness Training
Phishing Simulation

Web Isolation

Stop Discovery,
Lateral Movement
& Persistence

Secure Web Gateway
Cloud Application Security Broker /

Firewall

Web Application Firewall
Endpoint / Virus Protection
Cloud Application Security
Broker

Secure Web Gateway
Zero Trust Network Access
Identity Threat Detection &

—~ .

Immutable Data Backups
* E-mail Archiving
» Security Awareness Training
* Cloud DLP (CASB)
* Endpoint DLP
* Insider Threat Management (ITM)
+ E-mail DLP
+ Web Isolation
+ SaaS Isolation
» Secure Web Gateway
» Zero Trust Network Access (ZTNA)

Response

-
proofpol nt . | © 2023 Proofpoint. Confidential and proprietary, for internal use only—all rights reserved
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Refer back to this: Average Cost and Frequency of

Data Breaches by Initial Attack Vector

Measured in US$ Millions

Business email compromise Phishing
$4.89 $£4.91
$4.90 - e
Vulnerability in
$4.70 third-party software Stolen or compromised
$4.55 credentials
- $4.50
$4.50 -
$4.30 Malicious insider
Social engineering 5418
$4.10 -
.
$4.10 ® Physical security compromise Cloud
$3.96 misconfiguration
o . $4.14
$3.90
Accidental
data lossor ' ®
lost device System
$3.70 £3.94 SFror
$3.82
$3.50
0% 5% 10% 15%

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential

25%

2022 IBM Ponemon
Cost of a Data Breach Report

proofpoint. s



And Refer back to this: The Initial Points of Compromise Ranked

Phishing " 1%
Human ercr |1 19%
Soclal engineering I 15%
Legacy (unsupported) software N 15%

Website 1%
Remote access server 10%
Laptop, tablet or device 10%
Legacy (unsupported) operating system 9%
Cloud provider/service 9%
Shadow IT 8%
Unpatched (supported) software 7%
Unpatched (supported) operating systems 7%

wrdware or software infected with malware “off the shelf® 7 4%
Electronic health record system Bl 4%
Picture Archiving and Communication System (PACS) Bl 4%
Virtual private network [VPN) B8 4% .
Iding automation system or other industrial confrol system 1 3% H I M S S )
Medical device § 2% .
Office productivity software 1 1%

31" 2021 Cybersecurity Survey
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Top 6 Security Mechanisms to Defend, based on Initial Point of
Compromise, Cost and Frequency of Attack

Security Awareness Training and Phishing Simulation
Secure E-mail Gateway and related technologies
|dentity Threat Detection and Response

Cloud Application Security Broker

Data Loss Prevention & Insider Threat Management
Vulnerability Scanning & Management

© 2023 Proofpoint Inc. / All rights reserved. / Proprietary & confidential proofpointw 54



What are all these
things?
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Security Awareness Training and Phishing Simulation

Assess user knowledge and provide lessons about evolving critical security
subjects in order to ensure security-conscious individuals who understand

risks and take the right measures to protect sensitive information, systems,
and people.

Lessons could include physical security, sensitive data (HIPAA, PHI, PCI),
regulations, E-mail, mobile devices, social engineering scams, malware,
passwords, web browsing, USB drives and the like.

Phishing Simulation sends fake phishing emails to employees to test and
increase their awareness of phishing attacks.
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Secure E-malil Gateway and related technologies

— > N\ o~

A secure email gateway is a system that filters and monitors incoming and
outgoing email traffic, enforcing security policies, and protecting against
various threats such as spam, malware, phishing attempts, and data leaks.

A variety of choices exist, from basic giving low efficacy, to the more
comprehensive, which leverage Al for filtering, and offer more features for

advanced threat protection, pulling back post-delivery weaponized mail, data
loss prevention, and detection of zero-day threats.
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Identity Threat Detection and Response

|dentity threat detection and response (ITDR) is a security mechanism to
identify identity vulnerabilities and help remediate them. It can also detect
when identities are being used as part of a cyber attack and halt the attacker.

ITDR is a critical component of any comprehensive cybersecurity strategy,
because so many cyber attacks require credentials to work. By protecting
identities, organizations can drastically cut the attacker’s ability to gain access
to sensitive data or systems.
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Cloud Application Security Broker

A security solution that helps organizations control and secure their cloud
usage. CASBs can help organizations to:

Enforce security policies on cloud usage, like use of third-party apps
Protect sensitive data in the cloud
Detect and respond to cloud-based threats
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Data Loss Prevention & Insider Threat Management

Data Loss Prevention (DLP) is process driven technology used to identify,
classify, and protect sensitive data. DLP can help organizations to:

Prevent unauthorized access and movement of sensitive data
Detect and prevent data breaches

Comply with data protection regulations
Insider Threat Management is another process driven technology which can
provide even more contextual insight into a person’s activity on an endpoint.

This activity can involve use of apps, movement of data, web browsing and
other related activities
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Vulnerability Scanning & Management

Vulnerability management is the process of identifying, assessing, and
mitigating vulnerabilities in an organization's IT assets. Vulnerability
management can help organizations to:

Reduce the risk of data breaches and other security incidents
Improve compliance with security regulations
Protect their IT assets from attack

Vulnerability management is an ongoing process, and it is important to

continuously monitor for new vulnerabilities and to update security controls as
needed.
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So how can
Proofpoint help?
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Break the Attack Chain & Address Risks that Matter Most
- This is where Proofpoint focuses

wOEE @ R N ©]

Initial ‘
Recon ; Persistence Impact
compromise = ARREEEEEEESH p

ROLE: ROLE: ROLE:
Finance Research Scientist Support Contractor ! ‘

E L @ Service if Exposed Credentials

o et g Accounts &
s . Cloud Tokens
( {é} Local Admin Legacy App
8. ‘ Accounts Accounts
S35 g ﬁ% Shadow Admin Open RDP CARELESS COMPROMISED MALICIOUS
Accounts Sessions USER USER USER
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PEOPLE ARE COMPLEX, DIFFERENT

i ROLE: RO!.E:. i ROLE:
Nursing Contractor Physician Finance

Collaborates

Targeted via externally via
alias cloud apps VAP

; Remote
Clicks Handles & Part of Interacts Can move
everything patient data On site education with risky money

consortium suppliers



PROTECTION FOR PEOPLE, HOW AND WHERE THEY NEED IT

ROLE:
Nursing Contractor

Isolate all links to shared
alias so clicks do no harm

Use DLP & Train
IT™M on patient

to protect data
patient data handling

Physician

ROLE:

Deliver custom training on
campaigns targeting research
& PHI

Web isolation
to preserve
privacy

Protect cloud
collaboration
with web,
endpoint DLP

 ROLE
Finance

Block impostor
attacks with ML

Flag risky
suppliers
with tags

Train
on BEC
threats



PLATFURM APPROACH: Stolen credentials/phishing
THE RIGHT PROTECTION
FOR THE RIGHT PEOPLE

Compromised cloud

. accounts
User-activated

Malware
(attachments
& URLS)

) (1

proofpoint.

“The evolution in threats has led to
increased demand for other techniques
and services, such as DMARC, cloud
access security broker (CASB)/API
integrations, continuous awareness and
mail-focused security orchestration,
automation and response (MSOAR).”

Gartner

Social engineering Compromised suppliers |

impersonation

Data theft



PROOFPOINT KEY CAPABILITIES

E-mail Protection / Gateway

Compliance & Archiving

E-mail Fraud Defense (managed DMARC/DKIM/SPF)
Secure E-Mail Relay

Identity Threat Detection and Response

Browser & SaaS Isolation

Phishing Simulation & Security Awareness Training
Sensitive Data Discovery, Classification & Tagging
Data Loss Prevention & Cloud Security

Secure Web Gateway & Zero Trust Networking



Proofpoint Platform Components to Defend at Each Attack Stage:

Stop Discovery,
Lateral Movement
& Persistence

Protect Against
Initial Compromise

* Proofpoint Security

* Proofpoint Protection Server -
Awareness Training

(PPS)

. . * Cloud Application * Archiving
) Eagz't'eiri‘:g ie;igf:cgilf;[)) Security Broker - Cloud DLP(CASB)
(CASB) * Endpoint DLP

(TAP) * Proofpoint Secure * Insider Threat Management
* Threat Response Auto-Pull Web Gateway (ITM)
. I(D-I-rsépc))int Securit » Zero Trust Network * E-mail DLP

Awargness Traininy (PSAT) AU (ZUINAY > B0kl
. Isolation 9 * Identity Threat « SaasS Isolation

: : Detection & Response * Proofpoint Secure Web

+ Closed Loop E-mail Analysis (lllusive) Gateway

- Respons_e ((.:LEAR) : » Zero Trust Network Access
* Cloud Application Security (ZTNA)

Broker (CASB)

-
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Advanced threats delivered by other vendors during threat
assessments in 2022

Advanced Threats Detected / 1,000 mailboxes

250 ----
200 ----
150 ----
100 ----

50 ----

Microsoft Mimecast FireEye Forcepoint Symantec Cisco

EPHISHING =MALWARE =IMPOSTOR
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Proofpoint detected threats hours before the competition
Threats detected by Proofpoint seen delivered by others during threat assessment in 2022

Average Dwell Time (hours)
116 B U R

144:00:00 - g - - - - ccC T T T T T T T T ST T oo oo
120:00:00
96:00:00

hours
72:00:00

48:00:00

24:00:00

0:00:00

Avanan Forcepoint Symantec Google Microsoft Barracuda FireEye Mimecast  Trend Micro Cisco

= MALWARE ®PHISHING
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Customer Confidential Data

Financial Implications: Email Security
Benefits — Investment Costs = Business Value

Category PO Bundle

Investment Costs

Investment Costs

Risk Resistance $2,679,665.80

* This value includes the licensing,
professional services, and costs for
internal resource time through the
deployment.

$681,632.00 $1,998,033.80

Workforce

Efficiency $7,434,842.98

$1,125,908.67 $6,308,934.31

Risk Resistance

* This risk-adjusted value is based on the
probability of experiencing a data breach
using an annual rate of occurrence (ARO) &
of 1 incident per year. §$6-00

Value Comparison Over Year 1
$8.00 $7.43
7))

$4.00

$2.68
Workforce Efficiency $2.00 . so.cs $113
* Efficiency is representative of a significant '
reduction in the level of effort to monitor, $0.00 I
prevent, and respond to potential threats. PO Bundle Cisco
mRisk Resistance m Workforce Efficiency
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Proofpoint — Healthcare Overview

78 0/ of healthcare companies in
0 Fortune 500

The leader In
protecting people
from advanced BEST QBEST

f top 10 best HosprTALS [ CHLDREN'S
threats and 10% tospias - m e
compliance risk

Enhancing knowledge of HC security challenges
HEALTHCARE

CUSTOMER ' HiMss (@
ADVISORVBOARD T

TOP 8 Of the ten largest U.S. health insurers
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Thank you proofpoint.

Mike Yriart

Title

Senior Account Manager — HealthCare
(571-830-4255)
myriart@proofpoint.com
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